55 42 355 10 ] mofF ¥ W Vol.42 No.10
2021 410 H Journal on Communications October 2021

H @ EFEMESERFE RE B R SR I T

HEE ", EEXG S, KRR, ARER, AR, ke
(1. W T KA MR 25 0] 2 AP IT e, VT BUM 3100125 2. W Tokok2Af5 B TR Be, Wit FiH 310012;
3. BEFREBGE RS TR E B R L EBAR BB E ARG, Jhat 100039; 4. BT RZEEHIRSE S TS5, #iiT HiM 310007)

HOE: PO RS (MIAD (ET ) 1 5 LA IS 2% S BRI P BRI 22 1) 1n) i, P AS 2% M B AU A IE
WIETEI T MIA HHMT T REMFT, &R REARINERIN A 5 32 BU AR R A, ST B M REAR I
AL . BeZe, Bt IBE VR 4 PG EIRAE PR IGE, SRR, g MIA 1554 08T
PERE. 1, M VGG16 (F] Caltech101 TiYI%) ER M Flowers102 432548 [, BT MIA SEILT 83.15%I1)8 1
HEFRSOER, 48R T AT BRI N, BN i) SO, i 17 i) 27 AR A A AR g SE A BOMAL AL 1) MIA.
KR BUREER MG RS TR BRI EEA R

PESES: TN92

SCHRFRIRAD: A

DOI: 10.11959/j.issn.1000-436x.2021209

Membership inference attacks against transfer
learning for generalized model

CHEN Jinyin'?, SHANGGUAN Wenchang®, ZHANG Jingjing’,
ZHENG Haibin®, ZHENG Yayu’, ZHANG Xuhong"

1. Institute of Cyberspace Security, Zhejiang University of Technology, Hangzhou 310012, China
2. School of Information Engineering, Zhejiang University of Technology, Hangzhou 310012, China
3. National Key Laboratory of Science and Technology on Information System Security, Institute of System Engineering,
Chinese Academy of Military Science, Beijing 100039, China
4. School of Control Science and Engineering, Zhejiang University, Hangzhou 310007, China

Abstract: For the problem of poor performance of exciting membership inference attack (MIA) when facing the transfer
learning model that is generalized, the MIA for the transfer learning model that is generalized was first systematically
studied, the anomaly detection was designed to obtain vulnerable data samples, and MIA was carried out against individ-
ual samples. Finally, the proposed method was tested on four image data sets, which shows that the proposed MIA has
great attack performance. For example, on the Flowers102 classifier migrated from VGG16 (pretraining with Caltech101),
the proposed MIA achieves 83.15% precision, which reveals that in the environment of transfer learning, even without
access to the teacher model, the MIA for the teacher model can be achieved by visiting the student model.
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